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IOJIOKEHHUE O 3AIIUTE INEPCOHAJIBHBIX TAHHBIX PABOTHUKOB
1. O0mue moJ10KeHus

1.1. TlomoxxeHme o0 3aIIUTe NEPCOHATBHBIX MaHHBIX MYyHUIMIAIBHOTO OIOIKETHOTO
JOIIKOJILHOTO 00pa3oBaTeNIbHOTO yupeknaeHus «Jletckuit cam «Masim» AcOHEeCTOBCKOTO
TOPOJICKOTO OKpyra (nanee — Paboronarens) pa3paboTaHo B COOTBETCTBHU ¢ DenepaabHBIM
3akoHOM OoT 27.07.2006 Ne 152-D3 1 MHBIMH HOPMATHBHO-IIPABOBBIMH aKTaMH B 00JIACTH
3alIUTHI IEPCOHANILHBIX JaHHBIX, NEHCTBYIOLUMMH Ha TEPPUTOPHH Poccun.

1.2. Ilenp nactosiero IlomoxxeHus — 3ammura mepCcoOHAIbHBIX JaHHBIX paOOTHHKOB JleTcKuit
can «Maupl» OT HECAaHKIMOHHPOBAHHOTO JIOCTYIIA M Pa3riallleHuUs, IPEIOTBPALIEHAE H
BBLIBJICHHUE HAPYIIEHHH 3aKOHOAaTenbcTBA PO, ycTpaHeHHe MOCIEACTBHIT TaKHX HAPYIIEHHU.

1.3. B nenssx Hactostiero [1og0xeHus:

e MOJ MEpPCOHANbHLEIMU JaHHbIMH (Jasee —I1J[) monmmaercs mrobas wuHpoOpManus,
PSIMO HIIH KOCBEHHO OTHOCALIASICS K CYOBEKTY NMePCOHATBHBIX JAHHBIX;

e 101 yrpozamu 0Oe3omacHocTH 1]l mOHHMaeTcsl COBOKYITHOCTE YCIOBHE B (hakTOpoB,
CO3JAfOIINX OIACHOCTh HECAHKIIMOHHMPOBAHHOTO, B TOM YHCJIE CIIy4alHOro, HAOCTyIa K
NEPCOHANILHEIM JAHHBIM, PE3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHHUYTO)KEHHE, H3MEHEHHE,
0JI0KMpOBaHHUE, KOMUPOBAHKE, [IPEIOCTABICHHE, PACIIPOCTPAHEHHE IEPCOHAIBHEIX JaHHbIX,
a Taloke MHbIE HENPaBOMEPHBIE JIEHCTBUS NpH UX 00paboTKe B HHPOPMAIMOHHOM CHCTEME
[IEPCOHAJIBHBIX JTAHHBIX;

e IIOJ YPOBHEM 3alMIIEHHOCTH [IJI TOHHWMaeTcs KOMIUIEKCHBIM ITOKA3aTelb,
XapaKTepU3yIOIUi TpeOOBaHHUs, HCIOIHEHHE KOTOPBIX O0ECHEeYMBAET HEUTPATH3ALHIO
ompezeNeHHbIX yrpo3 6e3onacHoctd [1/] mpu ux 06padboTke B HH(GOPMALIMOHHON CUCTEME.,

1.4. Hacrosmee IlonoxeHHe H H3MEHEHHsI K HEMY YTBEPIKIAIOTCS 3aBeAyIOUM J[eTCKOro
cama «Maupl» B BBOASTCS IPHKa3oM. Bce pabGOTHHUKH MOKHBI OBITH O3HAKOMIIEHBI IIOJ
HOMUCH ¢ NaHHBIM [loJI0’keHHEM U H3MEHEHHUSIMH K HEMY.

1.5. Hacrosmee [Tonosxenue Berymaet B cuty ¢ 05.09.2022 .

2. 3amuTa nepcoHaIbHBIX JAHHBIX

2.1. PaGoTonaTesnp IpUHAMALT CIIEAYIOIINE MepHI 1o 3armure 11



2.1.1. Hasnauenmwe Jnwma, OTBETCTBEHHOTO 3a o00padotky I[IJI, kKoTOpoe OCYIIECTBIAET
opranuzanuio obOpaborku IIJ[, oOydeHne W MHCTPYKTaX, BHYTPEHHHMH KOHTPOJIb 3a
cobmonenneM paboTHHKaMH TpeboBanui k 3amute [1/].

2.1.2. Pa3zpaboTka noauTHKU B OTHOIIeHHH oOpadoTku I1/1.

2.1.3. VYcranornenue mnpaBmi goctyma k [IJ], obecrneueHne perucrpaliid M ydeTra BCEX
nIedcTBUl, coBepiiaemsbix ¢ [1/1.

2.1.4. YcraHoBIeHHE HHAWBUIYANBHBIX TTAPOJIeH JOCTYIA COTPYTHHKOB B HH(POPMALHOHHYIO
CHCTEMY B COOTBETCTBHH C UX IIPOU3BOJICTBEHHBIMH 003aHHOCTSAMH.

2.1.5. TlpuMeHeHHMe TPOIIEANINX B YCTAHOBICHHOM TOpSAKE MPOLENypy OLEHKH
COOTBETCTBHSI CPEACTB 3AIUTHI HHPOPMAIHH.

2.1.6. CepTHHUUHPOBAHHOE AaHTUBHPYCHOE IMPOrpaMMHOE OOeclieueHue ¢ pPEeryasapHO
OOHOBJISIEMBIMH Oa3aMH.

2.1.7. CoOmromenue yciaoBHM, oOecneynBarOMMUX COXPAaHHOCTH IIJ[ M HCKIIOYArOIIMX
HECaHKIIMOHUPOBAHHBIN K HUM JOCTYII.

2.1.8. O6napyxenne GpakToB HECAHKIIMOHUPOBAHHOTO ocTymna K /1.

2.1.9. Boccranosnenune IIJI, MomupUIMPOBaHHBIX MM YHHYTOXKEHHBIX BCIIEICTBHE
HECAaHKIUOHUPOBAHHOIO JOCTYIA K HHM.

2.1.10. OG6yuenne pabOTHHUKOB, HEMOCPEACTBEHHO OCyIIecTBLFOmuX obpadorky [T/,
MOJIOYKEHHUSIM 3aKOHOAATeIbcTBa PD 0 mepCOHANBHBIX NAaHHBIX, B TOM YHCIIE TPEOOBAHUAM K
3alllUTe MMEePCOHANBHBIX JaHHBIX, TOKYMEHTaM, OMpeesIoUM MoJUTHKY Pabortonarens B
oTHomeHUH oOpadoTku I/, TOKaNPHBIM akTam IO BOIpocamM O0OpabOTKH IEPCOHAIBHBIX
JAHHBIX.

2.1.11. OcymecTBieHHEe BHYTPEHHETO KOHTPOJIS H ayIUTa.

2.1.12. Ompenenenue Tuma yrpo3 Oe30macHOCTH W ypoBHeH 3amumeHHocTH II/I, KoTOpBIE
XpaHATCS B UHQOPMAIIMOHHBIX CHCTEMAX.

2.2. Yrpo3sl 3alIUIIEHHOCTH ITEPCOHATBHBIX JAHHBIX.

2.2.1. Yrpo3sl mepBoro THma. B CHCTEMHOM MpOorpaMMHOM OOecreueHHH HH()OPMaIMOHHON
CHCTEMBI €CTh (DYHKIIHOHATBHBIE BO3MOYKHOCTH IIPOIPAMMHOIO OOECHEUYEeHHs, KOTOPBIE
HE yKa3aHbl B ONHCAHMH K HEMY JIHOO HE OTBEYAIOT XapaKTEPHCTHUKAM, KOTOPBIE 3asBHUII
MPOU3BOIUTENb. V1 3TO MOTEHIHAIFHO MOJKET IPUBECTU K HEIIPABOMEPHOMY HCIIOIb30BAHUIO
NNEPCOHAIIBHBIX JaHHBIX.

2.2.2. Yrpo3sl BTOoporo Ttuma. [loTeHimanpHble MPOOJIEMBI C IPUKIAIHBIM IIPOrPAaMMHBIM
o0ecrneyeHueM — BHEUIHUMHU IpOrpaMMaMi, KOTOPBIE YCTaHOBJIEHBI Ha KOMIIBIOTEpAX
pabOTHUKOB.
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2.2.3. Yrposel Tperhero tuma. [loTeHNHaTpHONH OMACHOCTHM HU OT CHCTEMHOIO, HH OT
IPOTPaMMHOT0 00eCIeYeHHsI HeT.

2.3 ypOBHI/I 3aIUINEHHOCTH NIEPCOHAIBHBIX TaHHBIX.

2.3.1. TlepBbIii ypoBEHb 3aUIHIIEHHOCTH. Eciu paboronarens OTHEC HH(POPMAIMOHHYIO
CHCTEMY K IIEpBOMY THIIy YIpO3bl WJIM €CIM THI Yrpo3bl BTOPOH, HO paboTonarens
obpabarpiBaeT crieianbable kateropuu [1/] 6omee 100 Teic. du3uueckux uy Oe3 ydera
pabOTHHUKOB.

2.3.2. BTopoii ypoBeHb 3aIIMIIEHHOCTH. ECIH THI YyTrpo3bl BTOPOH U paboToaTEsb
obpabaTeIBaeT creruaibable kKateropuu [1/] paboTHHKOB BHE 3aBUCUMOCTH OT UX KOJIMYECTBA
Ui crenuanbubie kateropus [1]] meree yem 100 ThIC. GHU3HUECKUX JIUII, UITH JIIOOBIE IPYrHE
kareropun [IJI Oomee wem 100 TbIC. pU3HMUECKUX JHL, HJIX IPH TPETHEM THIIE YIPO3BLI
paboromatens oOpabaThiBaeT CIelHaTbHbIE KaTeropud MTaHHBIX Oosee dem 100 ToIC.
buznUecKux JIuil.

2.3.3. Tperuil ypoBeHb 3alIUINEHHOCTH. ECIH NpH BTOPOM THIIE YIpO3bl pPabdOTOHATENb
obpabateiBaeT obmue I1/] paboTarkoB wim menee yeM 100 ThIC. PU3NUIECKUX ML, WK IIPH
TpeTbeM THIIE Yyrpo3el padoTomatenb oOpadaThBaeT crenuanpHble Kareropuu I1J1
pabotHukoB mwin MeHee yeM 100 Teic. pU3NYECKUX JIUIL, WJIA IIPU TPETHEM THIIE YIPO3BI
pabotomarens oOpabaTeiBaeT Ouomerpuueckue IIJI, wiIMm npu TpeTbeM THIE YIPO3bI
pabotomarens odpadateiBaeT obmue [1]] Gonee yem 100 ThIC. PU3HUECKUX JIHII.

2.3.4. YerBepThlii ypOBEHD 3aIIUIIEHHOCTH. ECM mpu TpeTheM Tume yrpossl paboTonarensb
obpabarsiBaeT TosbKO 001He I1/] paboTHHKOB Him MeHee 4eM 100 Toic. pU3HUeCKuX JIuL.

2.4. Ilpu ueTBepTOM ypOBHE 3alHINECHHOCTH MEPCOHANBHBIX TaHHBIX paOd0TONATENb:

e of0ecmeunBaeT pexuM O€30MaCHOCTH IIOMEUICHHH, B KOTOPBIX pa3MEIacTe
UHPOPMAITOHHYIO CHCTEMY:

e o0ecrmednBaeT COXpAaHHOCTb HOCUTENEeH HH(OPMALINH;

e yTBEPXKIAET MepeueHb pabOTHUKOB, TOMyIIEeHHBIX 10 I1/1;

e  WCIONB3YET CpeACTBa 3alluThl HH(GOPMAlUUH, KOTOPBIE MPOLUIM  OLEHKY
COOTBETCTBHS TpeOOBAHUAM 3aKOHA B 00J1acTH oOecredeHus 0e30MacHOCTH HH(OPMALIHH.

2.5. Ilpu TpeTheMm ypoBHE 3aIlUIIeHHOCTH [IJ] JOMOIHUTENBHO K MepaM, MepeYHCIEHHBIM
B myHKTe 2.4 Hactostero  [lomoskenus,  paborojmaTens — Ha3HayaeT  OTBETCTBEHHOI'O
3a obecneuenue GezonacHoctd [1]] B MHGOpPMAIHOHHON CUCTEME.

2.6. Ilpu BTOpOM ypoBHE 3amuIieHHOCTH [I/] MONOIHHUTENBHO K MepaMm, IepedHCIICHHBIM
B myHKTax 2.4, 2.5 Hactosimero [lonokenusi, padoTonaTesb  OTpaHUYMBAET  HOCTYII
K 3JICKTPOHHOMY JKYPHAIy COOOIIEHHUH, 3a UCKIIOYEHHEM DPAaOOTHHKOB, KOTOPBIM TaKHe
CBEJIEHUS] HEOOXOIUMBI JIJIs1 pabOTEI.

2.7. Tlpu mepBOM ypoBHE 3alIUIIEHHOCTH [IJ[ ZONIOJIHUTENBHO K MepaM, MEPEeYHCIICHHBIM
B myHKTax 2.4—72.6 Hacrosmero [lonoxkenus, paboronares:



e O6CCIeYrBaeT ABTOMATHUECKYIO PETHCTPALMIO B 3IEKTPOHHOM JKypHAIIE 0e30MMacHOCTH
H3MEHEeHHs TTOJTHOMOYHI paOOTHHUKOB IO JOIYCKY K I1]] B cucTeme;

e CO3/1a€T OTZEJN, OTBETCTBEHHBIH 3a 0€30MacHOCTH [1JI BcucreMe, JHOO BO3MNaraeT
TaKyio 0053aHHOCTD HA OJUH U3 CYIIECTBYIOMIHMX OTIACIOB paboTonares.

2.8, B ressix 3amuThl [1]] Ha 6yMa)KHBIX HOCHTENISIX paboTOAaTeNb:

TIPUKa30M HA3HAYAET OTBETCTBEHHOIO 32 obpadoTky I1J1;

OrpaHHUMBAET JOMYCK B MOMELICHHS, T/I€ XPaHATCA TOKYMCHTEL, KOTOPBIE COZEPIKAT
[T]1 paOOTHUKOB;

e XpaHHUT MOKYMEHTBI, COJIEpIKallne [1J] paGoTHUKOB B mKapax, 3alHPArOLIHXCA
Ha KJTI04;

XPAHHUT TPY/AOBbIE KHIKKH PaOOTHHKOB B celidpe B OTIETIE KAIPOB.

29, B memsx obecredeHus KOHQUICHIHATBHOCTH —JOKYMEHTBIL, conepxarne I1J]
paGOTHHKOB, O(OPMIAIOTCS, BEAYTCs W XpaHATCA TOJIBKO 3aBEIYIONIAM, CTaplIiM
BOCHUTATENIEM, 3aMecTHTeneM 3asefyfomero mo AXY, cexperapeMm, Oyxraiarepuei H
CIENMATUCTOM TI0 OXpaHe Tpyaa padoToaaTesd.

2.10. Crapmmii BOCHHTATENb, 3aMECTHTENb  3aBEAYIOLICTO no AXY, cekperaps,
Gyxrantepueil M CHENMAIUCT IO OXpaHe Tpyla paboTonaress, TOIYLIEHHbIE K [
pabOTHUKOB, MOJIHCHIBAIOT 00A3aTEIBCTBA O HepasIJAlIeHHH MePCOHATBHBIX TaHHBIX. B
IPOTHBHOM CIlydae 110 00paboTKH I1/] paOOTHUKOB HE JIOITY CKatOTCSL.

2.11. Jlomyck K JOKyMEHTaM, COICpKalliM [1JI paOOTHUKOB, BHYTpH OpraHH3alnH
OCYIIECTBIIAETCA HA OCHOBAHHH PernamenTa JOMycKa pabOOTHHKOB K 00paboTke
[IepCOHATIBHBIX JaHHBIX.

2.12. Tlepemaua IIJl mo 3ampocaM TPETBHUX JIHI, CCIH Takasg Ieperada MpsSMO HE
IpefyCMOTPEHa 3aKOHOLATENIbCTBOM P®, nomyckaercs HCKIFOYHTEIBHO C  COIIACH:
paboTHHKa HAa OOpabOTKY ero MepCoHAIBHBIX NAHHBIX B YacTH WX MPENOCTaBICHUS WM
COrfacHs Ha pacrpocTpaHeHHe ePCOHAIBHBIX TaHHbIX.

2.13. Tlepenaua unHdOpPMAIMHU, COACPIKAIIEH CBENCHHA O [1J] paboTHHKOB, 1O TenepoHy B
CBS3H C HEBO3MOJKHOCTBIO HIEHTH(QUKAIMM JIHLA, 3alpariiBaiomiero uHpOPMALHIO,
3amperaeTcst.

3. lapanTuu KOHGHIEHIHAILHOCTH NEPCOHATLHBIX TAHHBIX

3.1. Bce paGOTHHKH OpraHu3aluH, OCYIICCTBIIAIOUINE obpabotky I1JI, oOs3aHBl XpaHUTH
TaifHy O CBEIEHHAX, COACPIKALINX [1]I, B coorBeTcTBUM C [lOTOXKEHHEM, TpeOOBaHUAMHU
zaxoHogarenscTBa PO.

3.2. PaGOTHUK BIpaBe TpeGOBATH MOMHYIO HH(YOPMAIHMIO O CBOUX HMEPCOHAIBHBIX JIaHHBIX, 00
11X 00paboTKe, HCIIOIb30BaHHN U XPAHCHUH.

3.3. JIuua, BUHOBHEIE B HAPYLICHUH HOPM, PEryIHPYIOLIUX MOTYdCHHC, 00paboTKy U 3aIlUTy
I1J] paGOTHHKOB, HECYT TUCIHUILIMHAPHYIO, AIMUHHCTPATHBHYIO, rpakJaHCKO-TIPABOBYIO HITH
YIOJIOBHYIO OTBETCTBEHHOCTD B COOTBETCTBHH C 3aKOHONATEIILCTBOM.



